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Acceptable Usage Policy 
  
This Acceptable Usage Policy covers the security and use of all Chelmsford City Council’s 

(CCC from hereafter) information and IT equipment. It also includes the use of email, 

internet, voice and mobile IT equipment. In addition to Council owned devices, this covers 

the use of BYOD (using your own personal device). This policy applies to all CCC’s 

employees and workers, contractors, members and agents (hereafter referred to as 

‘individuals’).  

  

This policy applies to all information, in whatever form, relating to Chelmsford City Council 

(and associated organisations) business activities worldwide, and to all information handled 

by CCC relating to other organisations with whom it deals. It also covers all IT and 

information communications facilities operated by CCC or on its behalf, including Software 

as a Service (SaaS) and other offsite hosted “cloud” solutions.  

 

This policy should be read in conjunction with the AI policy (2025) and the social media 

policy. 

 

 

Update April 2026 

This policy has been updated to reflect the current (2026) global political uncertainty, 

changes to data protection law, local government reorganisation (LGR) and the onboarding 

of a new 24x7x365 security operating centre (SOC). Although the policy has not changed, 

the language around working from abroad (anywhere outside the UK) has changed to make 

it clear it should not be attempted and stronger technical controls are in place, this is due to 

the changes in the law and the increased cyber security risks around LGR phishing. CCC 

have observed phishing emails and attacks coming from all over the globe, not just hostile 

nations.  

 

Much of the data CCC handle, including sensitive planning matters or benefits queries, is 

subject to strict UK data residency rules. Accessing this from foreign jurisdictions can 

constitute an "international transfer" of data under UK GDPR, which require complex legal 

safeguards. 

 

It is also looking increasingly likely central government will move local authorities to stricter 

critical national infrastructure status (CNI), this could include further control around device 

management, access, and how we respond to cyber-attacks.  

 

 

  

 

 

 



 

 

 

Computer Access Control – Individual’s Responsibility  

  

Access to the CCC IT systems is controlled by the use of User IDs, passwords and/or 

tokens. All User IDs and passwords are to be uniquely assigned to named individuals and 

consequently, individuals are accountable for all actions on the Council’s IT systems.    

  

Individuals must not:  

  

• Allow anyone else to use their user ID/token and password on any CCC IT system.  

• Leave their user accounts logged in at an unattended and unlocked computer, laptop, 

tablet or mobile phone  

• Use someone else’s user ID and password to access CCC IT systems.    

• Leave their password unprotected (for example writing it down).  

• Perform any unauthorised changes to CCC IT systems or information.  

• Attempt to install or use any hardware or software that has not been approved by digital 

services, any requests to install hardware or software after purchase will be denied.  

• Attempt to access data that they are not authorised to use or access.  

• Exceed the limits of their authorisation or specific business need to interrogate the 

system or data.  

• Must take extra care when using a personal (BYOD) device to access CCC network or 

IT systems and keep these devices up to date and run current anti-virus, applications on 

these systems may be monitored by CCC to ensure that the device is compliant. Any 

devices that no longer have manufacturer support (this includes operating systems, 

applications and antivirus), must not connect to CCC networks, and maybe automatically 

blocked. 

• CCC IT staff will never look at any personal data (nor do they have access to private 

data) or applications on a non-Council owned device, this means CCC Digital Services 

staff are unable to offer “personalised” support on a BYOD device. Limited system 

monitoring may occur in Office 365 on personal devices, i.e. teams, CCC email, etc. To 

clarify; CCC staff cannot and do not read your personal photos, private messages, or 

non-Council apps. Digital Services manage the "container" or the specific Office 365 

applications where Council data resides. When you use a personal device to access 

Council emails, our systems check that the device meets basic security standards (e.g., 

has a passcode, is encrypted, and is not running an end-of-life operating system like 

Windows 10). 

• Store CCC data on any non-authorised equipment, this is enforced via technical 

controls.  

• Give or transfer CCC data or software to any person or organisation outside CCC 

without the appropriate checks and balances being in place.  

  

Line managers must ensure that individuals are given clear direction on the extent and limits 

of their authority with regard to IT systems and data.   

 

 

 

 

 

 

 



 

 

Internet and email Conditions of Use  

  

Use of CCC internet and email is intended for business use. Personal use is permitted 

where such use does not affect the individual’s business performance, is not detrimental to 

CCC in any way, not in breach of any term and condition of employment and does not place 

the individual or CCC in breach of statutory or other legal obligations. When out of office it is 

recommended that you put on an out of office notification, we recommend a neutral 

message “I am currently away from my desk with limited access to email. For urgent 

matters, please contact [manager / leader / team]. I will be back at my desk on xx/xx/xx" This 

manages expectations without indicating your home or office is empty. 

  

All individuals are accountable for their actions on the internet and email systems.  

  

  

Individuals must not:  

  

• Use the internet or email for the purposes of harassment or abuse.  

• Use profanity, obscenities, or derogatory remarks in communications.  

• Access, download, send or receive any data (including images), which CCC considers 

offensive in any way, including sexually explicit, discriminatory, defamatory, or libellous 

material.  

• Use the internet or email to make personal gains or conduct a personal business.  

• Use the internet or email to gamble on any CCC device.  

• Use the email systems in a way that could affect its reliability or effectiveness, for 

example distributing chain letters or spam.  

• Place any information on the Internet that relates to CCC, alter any information about it, 
or express any opinion about CCC, unless they are specifically authorised to do this.  

• Send unprotected sensitive or confidential information externally.    

• Forward CCC mail to personal (non-CCC) email accounts (for example a personal 

Hotmail account).  CCC monitor for this and automatically suspend any account that has 

forwarding setup.  

• Make official commitments through the internet or email on behalf of CCC unless 

authorised to do so.  

• Download copyrighted material such as music media (MP3) files, film and video files (not 

an exhaustive list) without appropriate approval.  

• In any way infringe any copyright, database rights, trademarks, or other intellectual 

property.   

• Download any software from the internet without prior approval of Digital Services.  

• Use CCC mobile devices to access any content or incur charges that are not related 

directly to the job being done (i.e. gambling sites, pornography, etc) 

• If using a CCC device and connecting to any internet connection outside of the Council’s 

buildings, then our Chelmsford virtual private network (VPN) must be connected and 

used to protect CCC data. 

  

 

 

 

 

 



 

Clear Desk and Clear Screen Policy  

  

In order to reduce the risk of unauthorised access or loss of information, CCC enforces a 

clear desk and screen policy as follows:   

  

• Personal or confidential business information must be protected using security features 

provided, for example secure print on printers.    

• Computers must be logged off/locked or protected with a screen locking mechanism 

controlled by a password when unattended.   

• Care must be taken to not leave confidential material on printers, photocopiers or in sight 

on desks and should be locked away every night.  

• All business-related printed matter must be disposed of using confidential waste bins or 

shredders.     

  

  

 

Working Off-site  

  

It is accepted that laptops and mobile devices will be taken off-site. The following controls 

must be applied:  

  

• Working away from the office must be in line with CCC remote working policy.  

• Equipment and media taken off-site must not be left unattended in public places and not 

left in sight in a car.   

• Laptops must be carried as hand luggage when travelling, unless explicitly for business 

travel, CCC equipment must not be used abroad as geo restrictions are in place to 

protect the authority from nation state hackers. 

• Information should be protected against loss or compromise when working remotely (for 

example at home or in public places). Laptop encryption must be used.  

• Particular care should be taken with the use of mobile devices such as laptops, mobile 

phones, smartphones, and tablets. They must be protected at least by a password or a 

PIN and, where available, encryption.   

• All devices and accessories (including loan devices) should be treated with respect. 

They should be stored and used in a smoke free environment and kept away from food, 

drink, pets and children. Any damage caused by the devices not being used and stored 

correctly will be charged to services who may recover the costs from the individual 

concerned.  

• Loss of devices must be reported to Digital Services (or CCTV out of hours) as soon as 

possible to enable device wipe / loss and reporting. 

• Use of VPNs or proxies to avoid restrictions is strictly prohibited, and maybe blocked by 

our SOC. CCC devices have VPN software installed to allow safer working from different 

environments within the UK, this VPN will not work from abroad. (While a VPN secures 

the tunnel, it does not secure the endpoint (the device itself) or the local network which 

may be compromised) 

• The CCC gateway access is only available for users in the UK. 

 

 

 

  



Mobile Storage Devices  

  

Mobile devices such as memory sticks, CDs, DVDs, and removable hard drives must be 

used only in situations when network connectivity is unavailable or there is no other secure 

method of transferring data. Only CCC authorised mobile storage devices with encryption 

enabled must be used, when transferring sensitive or confidential data.   

  

  

Software  

  

Employees must use only software that is authorised by Digital Services on CCC computers. 

Authorised software must be used in accordance with the software supplier's licensing 

agreements. All software on CCC computers must be approved and installed by Digital 

Services, we will not install personally licensed software on to corporate devices. 

  

Individuals must not:  

  

•  Store personal files such as music, video, photographs, or games on CCC IT equipment.  

  

 Viruses  

  

Digital Services has implemented centralised, automated, virus detection and virus software 

updates within CCC. All devices have antivirus software installed to detect and remove any 

virus automatically. Viruses and threats (and suspected viruses / threats) should be reported 

to the Digital Services Service Desk or CCTV out of hours as soon as possible. 

  

  

Individuals must not:  

  

• Remove or disable anti-virus software.  

• Attempt to remove virus-infected files or clean up an infection, other than by the use of 

approved CCC anti-virus software and procedures.  

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



Telephony (Voice) Equipment Conditions of Use (including Microsoft Teams and 

mobile devices (including feature and smart phones)) 

  

Use of CCC voice equipment is intended for business use. Individuals must not use CCC 

voice facilities for sending or receiving private communications on personal matters, except 

in exceptional circumstances. All non-urgent personal communications should be made at 

an individual’s own expense using alternative means of communications. Voice calls and 

instant messages are subject to a retention policy, so all communication must be treated as 

if it is being recorded and subject to freedom of information (FoI) and Subject Access 

Requests (SAR) that are addressed to the authority. If a device is used to take a 

photography or video recording, this should be uploaded to OneDrive or SharePoint as soon 

as possible and deleted from the mobile device as soon as possible.  

  

  

Individuals must not:  

  

• Use CCC voice for conducting private business.  

• Make hoax or threatening calls to internal or external destinations.  

• Accept reverse charge calls from domestic or International operators unless it is for 

business use.  

• Use their phone when driving, unless absolutely necessary when a hands free kit must 

be used (the council does not encourage the use of mobiles while driving in any 

circumstance). 

  

  

Actions upon Termination of Contract  

  

All CCC equipment and data, for example laptops and mobile devices including telephones, 
smartphones, USB memory devices and CDs/DVDs, must be returned to Digital Services at 
termination of contract.   
  

All CCC data or intellectual property developed or gained during the period of employment 

remains the property of CCC and must not be retained beyond termination or reused for any 

other purpose.  

  

  

Monitoring and Filtering  

  

All data that is created and stored on CCC devices is the property of CCC and there is no 

official provision for individual data privacy, however wherever possible CCC will avoid 

opening personal emails (within the Council’s email system). See the access control section 

for more information around what Digital Services can access on a personal device.   

  

IT system logging will take place where appropriate, and investigations will be commenced 

where reasonable suspicion exists of a breach of this or any other policy. CCC has the right 

to monitor activity on its systems, including internet and email use, in order to ensure 

systems security and effective operation, and to protect against misuse.   

  

Any monitoring will be carried out in accordance with audited, controlled internal processes, 
the UK Data Protection Act 1998, the Regulation of Investigatory Powers Act 2000, and the 
Telecommunications (Lawful Business Practice Interception of Communications) 
Regulations 2000.  



  

This policy must be read in conjunction with:  

  

• Computer Misuse Act 1990   

• Data Protection Act 2018 

• Data (Use and Access) Act 2025 

  

  

It is your responsibility to report suspected breaches of security policy without delay 
to your line management, Digital Services, the Information Security department or the 
Service Desk.   

  

All breaches of information security policies will be investigated. Where an investigation identifies 

misconduct or gross misconduct, disciplinary action may be taken in line with the Council’s 

disciplinary procedures. 

Serious breaches may constitute gross misconduct and could result in dismissal without 

notice. 

 

Any breaches committed by elected members may be referred to their party leadership 

and/or in relation to a potential breach of the code of conduct a complaint may be made to 

the Monitoring Officer       

 

Consequences of breaches of policy to the authority can include being fined up to 

£20 million or 4% of annual turnover, along with potential bans on data processing. A 

ban on processing would mean we would be unable to process benefit claims or 

planning applications. There are serious reputational, political and legal risks to the 

council if any of our systems are breached or compromised.  

 

Digital Services can be reached via email, web, teams or phone: 

 

Intranet: Welcome to Digital Services (sharepoint.com) 

Email: digitalservices@chelmsford.gov.uk  

Web: Self Service Portal  

Teams: Digital Services CQ 

Phone:  +441245606666 

Out of Hours: +441245 606299 

 

 

 

 

 

 

 

 

 

 

 

 

https://chelmsfordcity.sharepoint.com/sites/Intranet/SitePages/Digital-Services.aspx
mailto:digitalservices@chelmsford.gov.uk
https://live.hornbill.com/chelmsfordcitycouncil/internal/home/


Appendix 1 – Replaced Policies  

 

This AUP replaces the following policies: 

 

• Removeable Media Policy 

• Remote Working Policy 

• Password & Authentication Policy 

• IT Equipment Acceptable Use Policy 

• Internet Acceptable Use Policy 

• Email Acceptable Use Policy 

• Clear Screen-Clear Desk Policy 

• Change management Policy 

• BYOD Policy 
 


